Tunosas Jiekuus
10 NPOo(pHJIAKTHKE NPeCTyIIeHHH B cepe HHPOPMALUOHHO-
TeJeKOMMYHHMKAIIHOHHBIX TEXHOJIOT M.

Ha Ttepputopun OpeHOyprckoii 06yiacTd MpaBOOXPAHUTEIBLHBIMH OpPTaHaMU BCE
qaie perucTpupyroTcs (akThl COBEPIICHHS XWUINEHUN IEHEXKHBIX CPEICTB C JHUIEBBIX
CYETOB rpaxaaH c HCIIO0JIb30BAaHUEM COBPEMEHHBIX MH(OPMaIIMOHHO-
TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJOTHM. lloTepneBmMMU CTaHOBSTCA >KUTENH PETHOHA
pPa3JIMUHBIX BO3pacTHBIX rpymm. [IpecTylmHUKM NMpU COBEPIIECHUH XUILIEHUN MOCTOSHHO
COBEPIICHCTBYIOTCS, MPUAYMbIBasi HOBBIE CIOCOOBI, MPU 3TOM AKTUBHO HCIOJIB3YIOT
HNHTepHeT-pecypchl, TOProBbI€ IUIOMIAJAKH, BO3MOKHOCTH IIU(poBo# TeraedhoHun.

UtoObl HEe MOMacTh HA YJIOBKH MOUICHHUKOB HEOOXOIMMO KaXXIOMY 3HATh, KAKUM
0o0pa3oM CoBepIAIOTCS MPECTYIUICHUS U YTO HU B KOEM Cilydae He CTOWT jaenaTh. Kax
cebsi BecTH eciau BaM TO3BOHMII HEWU3BECTHBIM M, MPEACTABUBIINCH COTPYAHHUKOM
KpeAUTHO-(DMHAHCOBOTO  YUpeXKJeHHUs, TpeOyeT TepcoHalbHbIe JaHHble Bamei
O0ankoBckoi KapThl? Kak obOe3omacuTh ceOs MPH COBEPIICHUH MOKYIOK JHUOO MpOoaax
ToBapa uepe3 MuTepuer?

Ha ceronnsimauii neHp Hanbojee 4YacTO BCTPEYAIOTCS CIEAYIONIHME CIIOCOOBI
COBEPIICHUS AUCTAHIMOHHBIX XUIIEHUN:

1. XUIIeHWe COBEPIIEHO C HUCIOJNb30oBaHUEeM cpeactB [P-tenedhonun u
TenepoHOB COTOBBIX OIepaTopoB noja MpEeAJIOroM MpEeAOTBPAIICHUS
HECAaHKIIMOHUPOBAHHOTO CIHUCAHUSA JICHEKHBIX CPEACTB, O(OpPMIIGHHS KpeauTa,
OJIOKUPOBKU OAHKOBCKOM KapThl, COXpPAHEHUS JEHEXKHBIX CPEJCTB HA «PE3EPBHOM»
cyére.

[IpecTymHUK BBOAUT KEPTBY B 3a0lyXKIACHHE C TMOMOIIBIO METOJOB TaK
HA3bIBAEMOM «COLIMATLHON WHKEHEpUU», MOJIydas PEKBU3UTH OAHKOBCKOW KapThl U
onHopazoBble kKoabl B CMC, co3maHHble I HIEHTU(UKAIMK JUIAa B CHUCTEME
JTUCTAaHIIMOHHOTO OaHKOBCKOI'O OOCIy)XMBaHUS, KaK BJajenbla, JIU00 3acTaBiser
MOTEPIEBIIETO YCTAHOBUTH MPOTpaMMbl yaal€HHOTro noctyna «Team - Viewer» wnum
«AnyDesky, pacniopsikaeTcsi UMEIOIIUMUCS HA JIUIIEBOM CUYETE JICHEeKHBIMH CPEJICTBAMH,
KaK TMpPaBWJIO TIEPEBOAS HMX Ha TOJKOHTPOJBHBIE CU€Ta, HCIOJB3Ys Pa3IUYHbIC
MJIaTEKHBIE CEPBUCHI, DJIEKTPOHHBIE KOIIEIRKH M HOMepa TenedOHOB OMEepaTopoB
COTOBOM CBSI3H.

B nmanHomM ciaydae Heo0X0AMMO HeMeIJIEHHO MNpPEeKPaTUTh Pa3rosop,
MO3BOHUTH 0 HOMEPY «ropsiueil JJUHUM» OAHKOBCKOI0 yUpe:KIeHHs, B KOTOPOM
opopmiiena Bama OaHkoBckasi Kapra, Ju00 JHYHO NOCETUTHL OQuC OaHKa U
NMOUHTEPECOBATHLCS MO MOBOY COMHHUTEJIbHBIX NEPEBO/IOB.

3anomuuTe! CoTrpyaHuku OaHka HHUKoOraa mno TeiaedoHy He OyayT
CIPalIuBaTh NMEPCOHAIbHBbIE JaHHbIe 0AHKOBCKHMX KapT, TeM OoJee kox u3 CMC.
He cymecTByeT Takoro BHJa COXPaHEHHsI CPeACTB, KaK BHeCeHHE HAJIMYHOCTH
yepe3 TEPMHUHAJ HA «pe3epPBHBIID) CYET JIM0O0 nmepeBo Ha a00HeHTCKH HOMep. Hu B
KOeM cJIyyae He NepefaBaiiTe NepCoOHAJIbHbIE JaHHbIE CBOell 0aHKOBCKOW KapThbl, He
yCTaHAB/IUBAaliTEe B CBOeM cMapT(oHe JIMO0 KOMNbIOTEPe KaKue-IH00 MPOrpaMmbl
10 NMPOCch0e HEN3BECTHOIO JIULA.

2. XWIIIEHHE COBEPIIEHO TMOCPEACTBOM Telae(OHHOTO 3BOHKA TOJ BHJIOM
MOKymaresns Ju00 MpoJiaBlia 1Mo pa3MeuEHHOMY OOBSBIIEHHIO HA TOPTOBBIX IJIOMIAIKAX
caToB «ABUTO», «}OMma» u T.1I.



[IpecTynHUK BBOJUT KEPTBY B 3a0iyKJCHHE, TMOSCHSSA, 4YTO B CBSI3U C
HaxoxaAeHueM 3a mnpenenamu OpeHOyprckoil oOnactd, JMYHO TepenaTh JAEHbIM He
MOXET M MPEIaraeT OCYIIECTBUTh CAEIKY AWUCTAHIIMOHHO. /{1 3TOro, Kak mpaBHIIO,
JUIA TIEPEeXOAT sl OOIIEHHST B MECCeHKEpHI, Hamie « WhatsApp», 10roBapuBaroTcs o
noJtydeHuu (OTIpaBKe) TOBapa ¢ MOMOIIbIO clIyk0 goctaBku (Avito — moctaBka, CDEK,
Boxberry u T.1.), OpecTYNHUKU CKHUIBIBAIOT WMHTEPHET — CCBHUIKY Ha (DUIIMHTOBBIC
(monenbHBIE) CAlThI, T/I€ )KEPTBA BHOCUT PEKBU3UTHI OAHKOBCKOW KapThl.

3anomuuTe! ToproBble NIOIAAKN OCHAILEHbl CHCTEMOH 3alIUTBI OT
COMHHTEJBbHBIX OIlePAlMil MO MNepeBOAYy CPeACTB, MO3BOJIAKOIIEH O0JOKMPOBATH
pa3jiM4HbIe CCHLUIKH, M03TOMY ecid Bac mokynareab/mpoaasen NPOCUT MePeTH K
0o0IIeHNI0 B MeCCeH/IZKepe U KUAAeT CChLIKY, TO 3TO NMePBbIid TPEBOKHbIA CUTHAJ K
ToMy, uT0 Bac xorAT O00MaHyTh. 3a4acTyl) CCbUIKH, OTIpPaBJsieMble
NPeCTYMHUKAMHU, MO0 HA3BAHUIO MOIYT OBITh CXO0KM C HA3BAHMAMM Pa3JIUYHBIX
KOMIIAHHUM 10 JOCTABKaM TOBapa, ake ¢ HA3BaAaHUAMH CAMHUX TOProBbIX IIOIIAJA0K.
He nmepexoaure mo cCblJIKaAM, OTHPABJIECHHBIM HEH3BECTHBIMHM JIMIIAMM.

3. XUIIeHNe COBEPUICHO MOCPEICTBOM TEIE(POHHOTO 3BOHKA MOJ MPEAJIOTOM
BBIJIaYM KPEAUTOB (3aliMOB).

B nmamHOM cuTyanuu, [0 COBEpUICHUS MPECTYIUICHUS, IOTEPHEBIINN
CaMOCTOSITEIbHO HaXOAUT MPEJIOKEHUSI B UHTEPHET CPE/ie O MPEJOCTaBICHUN KPEIuTa,
nepeiis Ha «(UITUHTOBBINY) CAWT, OCTABISIET CBOM KOHTAKTHI. 3JIOYMBIIUICHHUK, O]
BUJIOM DPAOOTHHUKA KPEIUTHOTO YUPEKICHHUS, CBSI3BIBACTCS C JKEPTBOW, BHIMAHHUBAECT
PEKBU3UTHI KapThl MOJI MPEJIOTOM OIJIaThl KOMUCCHH U PACIIOPSIKAETCS IEHbI'aMH Yepe3
MOJIKOHTPOJIbHBIE 0AHKOBCKHE CUeTa.

B nanHOM ciyyae HaJ0 3HATh, YTO Be/sl MePeroBopsl Mo TeaedoHy Mo NOBOXY
AOCTABKH KPeIMTHBIX JE€HEKHBIX CPEICTB M 3apaHee OIIAYMBAsl YCJIYI'M Kypbepa,
CyMMY 32 CTPaXOBaHHe U OTKPbITHE C4éTa, 0€3 JOKYMEHTAJIbHOI0 MOATBEP KICHMS,
Brb1 puckyere ocrarbest 0e3 geHer. Camblil HAEKHBIN CIIOCO0 MOJyUYeHHs KpeaAuTa —
3TO JIMYHOE MoceleHne 0aHKa.

4, XUIIeHNEe COBEPIICHO C MCIOJIb30BAHUEM «(PUIIMHTOBBIX CAMTOB» B CETH
HNuTepHer.

Kak nmpaBuio 310 «JIBOWHUKWY CaWTOB MPOJaX aBUAOUIIETOB, CAUTOB UHTEPHET -
Mara3uHoB OBITOBOM TEXHHUKH, DOJIEKTPOOOOPYIOBAHHS U DICKTPOUHCTPYMEHTOB.
PaznuuaThcsi Takue CalThl OT HACTOSIIIUX MOTYT B OJHY OYkBY miu 1udpy. JomeHsl
TaKUX CATOB OOBIYHO 3aperUCTPUPOBAHbI 3a npeaenamu Poccuiickoit deneparum.

Heo0xoquMo MNOMHUTL ¥ 3HaTh, 4YTO CcaMbIid HaAE&XKHBIIH CHoco0
npuodpereHusi OWJIETOB — 3TO Kacca aj3poInopra, ’KeJe3HOAOPOKHOT0 TPAHCIOPTA.
Eciu ke Bbl pemmium Kynutb Owier B ceru HMHrepHer, TO Heo0xoaumo
BHMMATEJbHO U3YYUTh CAUT, NOYUTATH OT3bIBBI.

5. XWIIEHUE COBEPIICHO C HCIMOJb30BaHUEM ceTu MHTEpHET B COIMaIbHBIX
cersax («OnnoknaccHukn», «BKonTtakre», «MHcTarpamMmm»), B TOM 4HCle NYyTEM B3JIOMa
CTpaHHuIl.

B »sTO0i1 cuTyanuM MpOCIEKHUBAETCS 3aKOHOMEPHOCTh: B «OIHOKIACCHUKAX)»
KEPTBAMM CTAHOBSITCS JIMLA [TOKUJIOTO BO3pacTa, MPEJIOrOM SBJIIETCS MHUMas! BbIILIaTa
Bcsikoro poxaa komnencauuit (HIC, gomnmatel k meHcuum u T.m.). Bo «BxonTtakte»
3JIOYMBIIIJIECHHUKOM B3JIaMBIBAE€TCSI CTPAHUIIA CBS3€M IMOTEPHEBLIEr0 W OT WX HMEHHU,
NyTEM TEpPENUCKH, 3alpaliuBalOTCs JICHE)KHBIE CpEACTBA B JOJI, C YKa3aHUEM
PEKBU3UTOB OaHKOBCKOW KapThl. B coumanbHoil cetn «MHCTarpamMmM» pacnpocTpaHEHBI
TaK Ha3blBA€Mble€ MHTEPHET — CTPAHMIBI MPOJAX BELIEH, IJe MO BUIOM CHAEIKU



NPECTYIHUKHU 3aBJIaJIEBAIOT PEKBU3UTAMU OAHKOBCKHMX KapT JUMOO BBIHYXJAIOT BHECTH
MpeIoIuIaTy 3a TOBAP U HE UCIIOIHSIIOT CBOMX 00S13aTENIbCTB.

Ecau Bam 3HakoMblii B COLMAJbHOH CeTH MPOCUT [deHbBIHM B JOJI,
He00X0UMO CBA3aThCSI ¢ HUM MO TesedoHy, JUOO yOeauThcsi B X04€e NMepPenucKu,
4yTo ¢ Bamu o0uiaercss ”MMEHHO OH, 4 He MOLUEHHHUK, Y KOTOPOro B IOJb30BAHUH
HAXOJMTCH B3JIOMAHHAS CTPAHUILA 3HAKOMOIO.

6. XUIIEHUE COBEPILIECHO MOCPEACTBOM TeNIe(OHHOTO 3BOHKA, MOJ] NMPEIIOrOM
OCBOOOXK/IEHUSI POJCTBEHHUKA OT YrOJIOBHOM OTBETCTBEHHOCTH. [IpecTymHHKH 3BOHSAT,
KaK TpaBWIO, Ha JOMallHHue TelnedOoHbl, MPEACTABIAIOTCS  COTPYAHUKAMU
IPABOOXPAHUTENBHBIX OPraHoB, JOBOJAT JIOKHYIO HMH(POpPMAlHMIO O TOM, 4TO
pPOJICTBEHHUK coOecenHuka sikoObl monan B Oexy (ATII, coun uemoBeka, n30ua KOro-
anbo u T.m.). B gaHHOM cilydyae MpecTyNmHHUKH MpeiaraloT PeluTh BOMPOC, ISl YETO
TpeOyeTcsi omnpejesieHHas cymMMa JCHEr, KOTOPYIO B IMOCIEIYIOIIeM 3a0HparoT uepe3
TAKCUCTOB, JMOO MpeUIaraloT 3a4MCIUTh JICHEKHBIE CpEICTBA Ha OaHKOBCKHE
PEKBUBHTBHL.

Byabte BHUMaTenbHbl! IIpu mocryniieHny noJ00HbIX 3BOHKOB, HECMOTPS Ha
YIrOBOPbI MPECTYIHMKOB O TOM, YTO HE CTOUT 3BOHMTH HHMKOMY, HeMeAJECHHO
CBSI’)KMTECH C POJACTBEHHHMKOM, KOTOPBIil ONAaJ B «0exy».

B pasrosope coxpaHsiiiTe CHOKOWCTBME W He Ha3bIBaiiTe [aHHbIE
POACTBEHHUKA, CKa’KUTe€ HEH3BECTHOMY, 4YTO Oyaere mo JaHHOMY (akry
o0pamaTbcsi B IPABOOXPAaHUTEIbHbIE OPTaHbI.

7. XWILIEHHE COBEPIICHO MOJ BUAOM MPEIOCTABICHHUS PaA3IUYHBIX YCIYT,
HanpuMmep 1o ohOPMIICHUIO TOKYMEHTOB ISl TPYI0yCTPOMCTBA.

JlaHHBIE TIPECTYIUICHUSI COBEPILAIOTCSA B pe3yJbTaTe pa3MEIICHUS HA MHTEPHET-
caiiTax MO TMPEJOCTABICHUIO YCIYr OOBSBICHUN IO CHEHHAIBHO 3aHWKEHHOM
cTOMMOCTH. B pe3ynbrare mnocienyromnero oOMaHa )epTBbl MOIICHHHUKOB TEPEUUCIISIOT
3aJIaTOK JINOO BCIO CyMMY, HE MOJy4asi pe3ybTara.

3anomuute! Hu B KoeM ciiydyae He CTOMUT NEpPEeYHCIATh JeHEeKHbIE CPEACTBA,
He y0eIMBIIHChL B TOM, YTO HA CaMOM [eJie CyLIeCTBYeT OPraHu3anus, yCJayramu
KoTOpoii Bbl xorure Bocmoab3oBatrbes. IIpoBeppTe OpraHM3anMio IMyTEM
MOHUTOPUHTa ceTn HWHTepHeT, mMo4YMTAaliTe OT3BIBbI, MONPOOYHTE CBA3ATHCHA C
NMPEACTABUTENSIMM U NMOMHTEPEeCYHTeCh, KAKMM BHAOM [AeATEJbHOCTH 3aHUMAETCH
OPraHM3alus U KaKHe YCJIYTH PeI0CTABJISACT.

8.  XuieHuH, COBEpIICHO IMOCPEACTBOM ceTH VHTepHeT Moa MpenioroM
OKa3aHUs TMaCCaKUPCKHUX YCIYT 4epe3 cepBHUC (MPUIIOKEHHUE) MO MOMCKY MOMYTYHMKOB
«BlaBlaCary»:

JlaHHbBIE MPECTYIUIEHUSI COBEPIIAIOTCS B PE3yJIbTAaTe Pa3MELICHHs] OObSIBICHUS
yepe3 mnpuioxeHue. [[ns 3Toro nuna, Kak NpaBUio, NEPEXOAST JUisl OOIIEHUS B
meccenkep «WhatsApp», riae B Xoje MepenucKl MPECTYIMHUK CKUIBIBACT CCBUIKY JUISI
oryiaTel MO0 OPOHUPOBAHUS MOE3IKU, IPOMAS 0 KOTOPOH KepTBa BHOCUT PEKBU3UTHI
OaHKOBCKOM KapThl.

Heo0xoquM0 mNOMHHUTL M 3HaTh, 4YTO CcaMbli HaJEXKHBI CHOCO0
nepeaBUKeHUs — ITO INepeABHKEHHE HAa TPaHCIOPTe, MO KYIUIEHHbIM OMJieTaM B
Kaccax ajponopra, KeJe3HOJAOPOKHOr0 W aBTOBOK3ajgax. Eciam ke Bbl pemimiau
BOCIIOJIB30BATHCS CEPBHCOM IO MoMcKy nomyT4yukoB «BlaBlaCar», To Heo6xoaumo
nepeaaBaTh JeHbI'M 32 M0€31KY TOJbKO M3 PYK B PYKH IIPH BCTpeye B aBTOMOOH.Ie
WJIH 110 MPUOBITHIO K MECTY HA3HAYCHMUS.



9. XwumieHue, COBEPIICHO MOCPENCTBOM ceTu WHTEpHeT, myTéM pa3MeleHus
uH(OpPMAaLIUU O MPEOCTABIEHUN YCIYT JOCYyTa.

B nmamHOM cuTyanMu, [0 COBEpIICHMS IPECTYIUIEHUS, NOTEPIEBIIMI
CaMOCTOSITEIbHO HAXOJUT MPEJJIOKEHHUSI B UHTEPHET-CPEI€ O MPEIOCTABICHUN JAHHBIX
yeiyr. JKepTBa CBA3BIBa€TCS C 3JIOYMBIIUICHHHMKOM TIO YKa3aHHBIM aOOHEHTCKUM
HOMEpPaM M MOJ MPEeJIoraMy OIUIaThl YCIYT, CTPAXOBKH MEPEBOJUT JACHEKHBIE CPEACTBA
Ha yKa3aHHBIE CU€Ta MOCPEACTBOM MOOMIIBHOTO OaHKa MM TEPMHUHAJIA OTLIATHI.

He croutr mnojb3oBaTbcsi JaHHBIMH BHJAaMH YCJIYI, T.K. OpPraHu3anus
JAHHOTO BHA JefiTeJIbHOCTH 3ampenieHa Ha Teppuropuu P® u Bieuder 3a codoii
aIMUHHUCTPATHUBHYIO M YTOJOBHYI0 OTBETCTBEHHOCTD.

10. XwimeHue COBEPIIEHO TOCPEACTBOM ceTh WHTEepHET MOoJ MPEeaorom
3apaboTKa NP «Urpe» Ha OUprke, UHBECTUPOBAHUSI.

JlaHHBIE NPECTYIUIEHUS COBEpPUIAIOTCS B pe3yJbTaTe€ IOMCKA MOTEPIEBIINMU
JIOTIOJIHUTENILHOTO0 MCTOYHMKA Aoxoda. Kak mpaBuiio, moTepneBilrde OCTaBISIOT B CETH
MHTEPHET 3asBKY Ha PErHCTPAllMI0 M CIYCTS HEKOTOPOE BpEMs MM IE€pPEe3BaHUBAECT
3IOYMBIIIJIEHHUK, KOTOPBIN MpeiaraeT co3AaTh JIMUHbIN KaOMHET Ha Tuiatopme OJaHON
u3 Oupk 7uOO TEepPEUYHCIUTh JEHEXKHBIE CPENCTBA JUIsi WHBECTUPOBAHUSA, a TaKkKe
yOeX/1aeT MOTEPIIEeBIIET0 YCTAaHOBUTH MIPOrpaMMbl yAal€HHOro pgoctyna «Team -
Viewer» unu «AnyDesk» ¢ 1eiaplo OKazaHHMs «IOMOIIU» W KOHTPOJS 3a JTUYHBIM
kaOuHeToM moTeprieBmiero. I[locie dYero >kepTBa MOJA BIUSHUEM 3JI0YMBIIUICHHHKA
CHUCTEMAaTHYECKU TIEPEUHCIISICT JICHEXKHBIE CPEACTBA PA3TUYHBIMM CyMMa Ha JIMIICBOM
CYET, KOTOPBI O0TOOpakaeTcsl B JIMUHOM KaOWHeTe OMprku OO0 Ha OAHKOBCKHE KapThl
MOIIICHHUKOB, JyMasi, YTO UHBECTUPYET JICHEKHbIE CPEACTBA. 3IOYMBIIIJIEHHUK, B CBOIO
odepelb, 3aKPhIBAET JOCTYN K JIUYHOMY KaOMHETY U MOTEPIICBIINI HE MOXET BBIBECTH
JTAaHHBIE JIEHEXKHBbIE cpeAcTBa. s 3Toro ero yoexmaroT B HEOOXOAMMOCTH BHECEHUS
JIOTIOJIHUTENIbHOW CYMMBI JICHET.

Ecaiu Bbl Bce - Taku peminiau 3apadoTaTh JAaHHBIM BHAOM, TO cJieyeT
UIPATh HA NMPOBEPEHHBIX OHPKAX, a TAKKe MOJIb30BATHCHA YCJIYraMHu NMPOBEPEHHbIX
Jul;  (OpokepoB), 3aHMMAIOIIMXCH JAHHOM JeATeJbHOCTHIO. Takxke ciaexyer
0CO3HABATHL PHCK MNOTEPU CBOUX JAEHEKHBLIX CPeICTB NpPH HIrpe Ha Oupxe,
HHBECTHPOBAHUM, B TOM YHCJI€ 0YeHb KPYIHBIX CYMM.



